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ABSTRACT

Routers in a computer network are responsible for managing much of the data flow.
Therefore, it is important to properly configure routers, as this will help to resist attacks and
maintain the security and confidentiality of network traffic. Using Telnet for accessing a
router remotely is not secure enough. The aim of this paper is to demonstrate that using
Secure Socket Shell protocol (SSH) to remote login a router is more secure. Cisco packet
tracer simulation has been used for configure the router. The simulation showed that The
SSH is provides a strong authentication and encryption, preserves the confidentiality and
privacy of communications.

Keywords: Router, Remote access, Telnet, SSH, Security, VTY
1. INTRODUCTION

In a very short time , computer networks have expanded in both size and importance.
There may be serious consequences if the protection of the network were breached, such as
loss of privacy, theft of information and even legal liability. The types of possible threats to
network security are constantly changing in order to make the situation even more
difficult[1]. It is important to find the balance between being disconnected and open as e-
business and internet applications continue to develop. Routers are networking machines
running on Layer 3 on open system interconnection model network layer. They are
responsible for receiving, processing, and transmitting data packets between networks of

connected computers[2]. The router inspects the destination address when a data packet
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arrives, consults its routing tables to determine the best path and then moves the
packet along that path. The network may be exposed to attackers by a security hole in a
network and the personal details would be at risk. A key element in any security
implementation is router security. Routers are definite targets for attackers on a network[3].
It can be a possible help to them if an attacker is able to hack and access a router. An
significant first step in protecting the network is protecting routers at the network perimeter.
There are many protocols for accessing a router remotely such as Telnet and Secure Socket
Shell (SSH) [4]. As Telnet is an unencrypted text-oriented protocol without
authentication[5]. SSH is a network protocol that provides a safe way for administrators to
access a remote computer[6]. The group of utilities which implement the protocol are also
referred to by SSH[7]. Secure Shell provides authentication and secures the exchange of
encrypted data between two computers that are connected via an unsafe network such as the
Internet[8]. Network administrators are widely used by SSH to remotely manage
organizations and applications, allowing them to log on to another computer over a

network, perform commands, and move files from one computer to another[9].
2. ROUTERS SECURITY PROBLEMS

Since routers provide other networks with gateways, they are obvious targets and are
subject to a number of attacks. Here are several instances of different security issues :
- Compromising access control will reveal specifics of network configuration,
thereby enabling attacks against other components of the network.
- Compromising the route tables will reduce reliability, refuse communication
services to the network, and reveal confidential information.
- Misconfiguring a router traffic filter will expose scans and attacks to internal
network components, making it simpler for attackers to avoid detection[10].
In multiple ways, attackers can compromise routers, so there is no single solution that
can be used by network administrators to fight them. Similar to the types of attacks

such as IP spoofing and session hijacking, the forms that routers are hacked[11].
3. SECURITY ROUTER CATEGORIES

A significant first step in protecting the network is to protect routers at the network
perimeter, some of these categories are:

Physical security Locate the router in a locked room, which is only open to authorized
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staff, to provide physical security. They should also be free from any
electrostatic or magnetic interference and have temperature and humidity controls. Install
an uninterruptible power supply and keep spare components available to reduce the risk of
DoS because of a power failure[12] [13] [14].

Update the router 10S whenever advisable The safety features develop over time in
an operating system. However, the most stable version available may not be the most recent
version of an operating system. Using the new stable update that meets the feature
specifications of your network to get the best security value from your operating system.

Eliminate the potential abuse of unused ports and services To make it as safe as
possible, harden the router. By default, a router has several services allowed. Many of these
facilities are redundant and can be used for information collection or misuse by an attacker.

By disabling unnecessary facilities.
4. ROUTERS LOCATION IN ANETWORK.

In modern networks, routers perform several different tasks and here where
fundamental ways in which routers are employed.

4.1 Routers of the Interior

An interior router forwards traffic within an entity or company between two or more
local networks. The networks linked by an indoor router also have the same security
policy,[15] and there is generally a high degree of confidence between them, as shown in

figure 1.
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Figure 1: Routers of the interior

4.2 Routers of the Backbone
One that forwards traffic between various companies is a backbone or external router.
Backbone routers direct the traffic between the various networks that make up the Internet

as shown in figure 2.
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Figure 2: Routers of the Backbone
4.3 Border Routers
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A border router forwards traffic between external networks and an
enterprise. A border router's main feature is that it forms part of the boundary between an
enterprise 's trusted internal networks and untrusted external networks ( e.g. the Internet), as

shown in figure 3.

\ v
Cloud-PT ..—___‘_———.Cloud-PT

Internet 2621%XM Internal Network
Routerl

Figure 3: Border Router

5. MANAGE ROUTERS SECURITY

5.1 Password Setting

Basic router protection consists of password setup. The most fundamental factor in
managing safe access to a router is a good password. Strong passwords should always be
designed for this purpose[16].

5.2 Securing Router Administrative Access

Locally or remotely, network administrators may connect to a router. The preferred
way for an administrator to link to a computer to handle it since it is safe is local access via
the console port[17]. As businesses expand and the number of routers in the network
increases, the workload of the administrator to connect locally to all the devices can
become daunting. For administrators who have multiple devices to handle, remote
administrative access is more convenient than local access. If it is not implemented
securely, however sensitive confidential information may be collected by an intruder. The
implementation of remote administrative access using Telnet. It's important for the
successful management of a network to have remote access to network equipment. Usually,

remote access includes supporting Telnet, SSH [18].
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6. SYSTEM DESIGN AND RESULTS

In this section three steps was done to secure the router in easy way as follow:

6.1 Password Setting
As mentioned in section 5.1 that the password is the first step to secure a router. In this

paper the Cisco packet Tracer has been used to configure the password for the router and

the next topology has been used for the simulation.
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Figure 4: Topology
The passwords are set for console line and Virtual Terminal Line (VTY) for router 3

using the Command Line Interface (CLI) as shown in figure5.
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? Router3

[ Physical | Config | cuI |

I0S Command Line Interface

Routerrenzble

Routerfconfig t

Enter configuration commands, one per line. End with CHTL/Z.
Router {config) #host name Zliten

% Inwvalid input detected at '"*' marker.

Router {config) fhostname Zliten
Zliten{config) #line conscl 0
Zliteniconfig-line) #password zliten
Zliteniconfig-line)flogin
Zliteniconfig-line) fexit
Zliteni{config) fline vty 0 4
Zliteniconfig-line) #password zliten
Zliteniconfig-line)flogin
Zliteniconfig-line) fexit
Zliten{config) fexit

Zliteng

%5Y¥5-5-CONFIG I: Configured from conscle by conscle

Zlitenfexit

Copy ||

Paste

Figure 5: Console and VTY password setting

By default, Cisco 10S program leaves passwords in plain text when they are entered

on a router. As shown in the next figure the password was in plain text (password zliten).

¥ Router3
[ Physical Config ‘ cL1 \

I0S Command Line Interface

e | (=l P9

INLAXTACe TASTRELNMINALO/ T
ne ip address

duplesx auto

speed auvo

shutdown

|
interface Sexiald/0/0
ne 1ip addresns
shuvdown

!

interxface Vlianl

ne ip address
shutdown

!

ip clannlans
|

line con 0
password zliten
lagin
=-=-More--

I N SRy

Copy

] I Paste |

Figure 6: Password in Plain Text

That is why, all passwords should be encrypted in a configuration file. The following
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instructions would be applied in configuration mode to encrypt the password as
shown in figure 7,8. So here the previous password had been encrypted.

¥ Routerd = | [ =

| Physical | Gonfig CLﬂ

10S Command Line Interface

router>oley
Translating "ele\". .. domain server (366.355.356.355)
% Unknown command or computer name, or unable to find conputer address

Router>enable

Routergoonfig ©

Enter configuration commands, one per line End with CNTL/Z
Router (config) gusernams userl seocret aliten

Routarx (eonfig) #do show run

Bullding econfiguration

Currentv configuration 644 byves

1

version 12.4

no service vimesvamps log davetime msec
no service vimesvamps debug davevime msec
no service passvord-snceypuion

|

hosuname Rouver

'

C&pv 1| Paste I

Figure 7: Setup the Encrypt Password

¥ Router0 = | = 23

| Physical | caenfig [_ cLl |

10S Command Line Interface

Current configuration : 644 bytes

1

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msea
no service passwvord-sncryption

|

hostname Houter

sername userl secret 5 SlemERrjolqS¥vegprvSlLBSMlqau.

o - v b o s [ e e e oy Bt e 9

~~Moze-- -

Copy | [ Poste |

Figure 8: Encrypted Password

6.2 Securing Router Administrative Access
Administrators should ensure that logins on all lines, including devices that are

supposed to be inaccessible from non-trusted networks, are managed using an
[181]

ISSN' 2710-4478 (Online) ISSN 2710 ~446x (Print,



REMOTE ACCESS TO AROUTER SECURELY  USING SSH
Hadya.S.Hawedi Omran Ali Bentaher and Kaled E. I. Abodhir

authentication mechanism. This is particularly important for VTY lines for
remote access. Configuring the router by no password and no transport input commands

with login will fully prevent logins on any side for VTYSs.

¥ Routerd [ @] R

i Physical ' Config | CLI ‘

10S Command Line Interface

Preass RETURN to get started

Houterrenable

Routezdeconfig v

Enter configuration commands, one per line End with CNTL/Z.
Router (config)fline aux

& Inconmplute command.

Router (config)#line aux 0

Router (config-line) tno passwvord

Router (config-line) flogin

% Login disabled on line 0, unvil ‘'passvoxrd' is asevu
Router (config-line) fexit

Router (config)$

Copy. || Paste |

Figure 9: Configure the Ports idle
Usually in real world the routers are located in the server's room and for the
configuration of the router that should be done in the server room. The laptop or a PC are
used the proper cable which is the console cable and connect the cable to the serial port of
the router . Using the following topology the Telnet and SSH were configured to secure a

way to login to the router.
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Figure 11: Topology
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7. CONTROLLING VTYs

All VTY lines are configured by default to accept some form of remote link. VTY
lines should be configured to allow connections only with the protocols currently required
for security reasons. This is done with the input command for transportation, for example a
VTY that only Telnet (port 23) sessions were supposed to receive would be configured with
transport input telnet, and a VTY that would allow both Telnet and SSH (port 22) sessions
would have configured transport input telnet SSH as shown in figure 12.

L LT ————U—————— T

[ Physical | canfig [ [N

10S Command Line Interface

Press RETURN ta get started

Routerrenable

Routerfconfig ©

R ¥ GONfAGUEKATLIGON aommAnds, one pex Line End with CNTL/Z
neig) #line vey 0 4

nfig-line) ino transport input

nfig-~line) fcranaport input telnec

nelg-Linm) &

lconfig-line)étransport input swsh L
nfig-line) tmxit
Routex (config)s

Copy | [ Paste

Figure 12: Supports Incoming Telnet and SSH
Now the Router0 is able to accept the Telnet and SSH sessions from the PCO which is
located far away from the server room. The next configuration was done with the terminal
configuration using labptop0 by the way the same configuration could be done similar
thing in the packet tracer directly click on the router and do the setting. Using the command
prompt telnetting the router. PCO which wants to connect with the router remotely would be

asked for the two passwords as show in figure 13.
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f ()
¥ pCo

Physical ; Config Desktop Custom Intarface ‘

Command Prompt X ‘

Figure 13: Telnet the Router
8. IMPLEMENTING SSH

As the best practice for providing remote router management with connections that

respect good privacy and session integrity, SSH has replaced Telnet. The following steps
showed setup SSH login:

1- Set Parameters for Router configure the hostname of the router from the
configuration mode with the hostname Libya order.

2- Set the name of the domain to allow SSH, a domain name must exist. In this
example, from the global configuration mode, enter the IP domain-name zliten.net
command.

3- Generate asymmetric keys the key needs to be created that the router uses to
encrypt its SSH management traffic with the crypto key generate RSA command from
configuration mode. The router responds with a message showing the naming convention
for the keys. Choose the size of the key modulus in the range of 360 to 2048 .and here the
length of the key was 1024.

4- Configure local authentication and VTY Local user identified and assign the
VTY lines to SSH communication.

The job is done in the router side. Now at PCO in the IT office easily SSH in the secure
way to the router. By typing SSH - L (for loging) ali (user name) 192.168.0.1( the target
router) then the SSH connection is open. The password of the user has to be entered. SSH

has used RSA public key cryptography to establish a secure connection between PCO and
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the router . Because connections are encrypted, passwords and other sensitive

information are not exposed in clear text in the network. Finally the router under control

remotely in secure way.

? RouterD (== B
| Physical I Config | CLI |
I0S Command Line Interface
-
Router>en
Password:
Routergconfig t
Enter configuration commands, one per line. End with CHIL/Z.
Router (config) #ip domain-name zliten.net
Router (config) fcrypto key generate rsa
% Please define a2 hostname other than Router.
Router (config) #hostname libya
libyalconfig) fcrypto key generaste rsa
The name for the keys will be: libya.zliten._net
Chooge the size of the key modulus in the range of 360 to 2048 for your
General Purpose Eeys. Choosing a2 key modulus greater than 512 may take
a few minutes.
How many bits in the modulus [512]: 1024
% Generating 1024 kit RSAE keys, keys will be non-exportakble...[CE]
libya{config) fusername =21i priwvilege 15 password ali
*7777 1 0:48:5.837: £55H-5-ENRBLED: S55H 1.3% has been enzakled
libya{config) #line vty 0 4 s
libya (config-line) #login
libya lconfig-line) #login local =
libya{config-line) ftransport input ssh 1
libyalconfig-line) fexit | &
libya (config) & i
Copy ] [ Paste

Figure 15: Configure SSH on the Router
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P R0

Physical ‘ Config | Desktop | Custom Interface

Command Prompt —_‘

User Access Verification

Password:
Router>enable
Pagsword:
Routergdo show run

"~

% Invalid input detected at '*' marker.

Routergtelnet 192.168.0.1
Trying 192.168.0.1 ...Open

User Access Verification

Pagsword:

Router>en

Pagsvord:

Password:

libyagssh -1 ali 192.168.0.1
Open

Password:

Figure 16: SSH open Connection
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9. CONCLUSION

Securing the routers is a critical role in securing a network. Routers are the network
gateway and are obvious targets. Basic administrative discussions where started, including
good physical protection, maintenance of modified 10S, and backup of configuration files.
In order to harden routers and close doors opened by used ports and utilities, Cisco 10S
software offers a variety of security features. It's important for the efficient management of
a network to provide remote access to a network equipment. Remote administrative access
is more convenient than local access for administrators who have multiple devices to deal.
It can be very insecure to enforce remote administrative access using Telnet, as Telnet
forwards all network traffic in plain text. Therefore, with additional security measures,
remote administrative access needs to be configured with SSH. SSH makes it possible to
communicate safely over an unreliable network. The Cisco packet tracer was used to use
Telnet and SSH to remotely access the router. After seeing the simulations We conclude
that SSH is more secure than Telnet in easy way.
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